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Overview

» TD server high level functionality

()
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I__

TD Client
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Overview

» Main TD working Scenarios
» Lock device scenario

A device is reported stolen

Select the device and use the
“Lock Device” function on server

connected
vith Server?

The device cannot
renew its certificate

The device will be locked Download a Kill Pill

when its certificate expires

The device is locked

Intel® Education Solutions Education
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Overview

» Normal status scenario

o
([ ]

-3

o Its certificate is about
to expire

Its certificate is far
from expiration

The device Aftera few ‘

days or a few " <
device
reboots

works
normally

The device The device
applies the enters About

Global to Expire ~N
Certificate status

> Request for Global
Certificate from the
server

Renew its certificate
automatically once it
connects with the
server
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Overview

» Server Support Mode

Server Support Mode Description

Stand-alone mode with * No activation is required after the installation.
Intel Root Public Key

Stand-alone mode with * You can use the server without activation.
your owner Root Public * You can activate the server. (The server

Key transforms to the Central Server supported
mode)

Central Server e You must activate the server during pre-

supported mode configuration after installation completes.
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Overview

> User Account & Role

Server WebPages

Home
Inventory

Groups & Accounts

Settings

Account

General
Client
Server
Security
Advanced
Account

Account

Master Program Helpdesk / Custom
Admin Admin Call Centre
v v v v
v v v v
v v
v v % %
v v
v v
v %
\/

% %

Available Functions Groups

Master Admin
Program Admin

Helpdesk / Call
Center
Custom

INTEL CONFIDENTIAL

Type
Admin

Admin

Non-admin

Non-admin

All functions. All groups.

All functions except the Advanced All groups.
page under Settings.

Lock Device and Generate The groups assigned.
Unlock Code/Package.

The functions assigned. The groups assigned.
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Login

URL: https://[serverURL]/TheftDeterrent

Browser: IE 8 or above, Chrome, Firefox
iL"/t/'@Theft Deterrent server

Education

Enter the user name
and an email address

Username I I

Password |

Send an email with

arandom password

rompt the user to change
the random password e e e | e e e SR oo
when logging in

language
menu

O intel'
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https://[serverURL]/TheftDeterrent

Home

intel' Theft Deterrent server @ | Welcome, admin | (7 Logout

Education Inventory Groups & Accounts Settings linda

Displays a statistical report:
» Inventory Summary
» Device Statistics

> Notifications
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Home: Inventory Summary

Inventory Summary

Total devices being managed: | 847

Status Devices
M Normal 809
B Permanent 2
About to Expire 5
W Locked 8
M Lock/Unlock Pending | 23
Dewice Status » Sl -

Click blue
links to jump
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Home: Device Statistics

Device Statistics

Days Last Check-in Auto-locked  Manually Locked 'Will Expire in

1-7 841 0 2 2
8-30 4 0 6 6
21.60 2 0 0 0
61-90 0 0 0 0
>90 0 0 0 0

Click blue

links to jump

|
.
s-—\_ *O

—
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Home: Device Statistics

Search & Filter

Search for
“| devices under
Search for devices: management
Enter criteria._.

_ Click to choose a
Or, filter devices by group: specific group

Select a group... -

\ 4

User login time

. Home page
| Last login: 2014-01-23 13:42} Last update: 2014-01-23 13:54 ’| refreshed time
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Home: Notifications

Naotifications

Error: Require «—

your action 9 28 device(s) has error.

Failed to connect with the Central Server: last connection: 09:31 03-18-
2014

9 Theft Deterrent server Public Key was updated failed at 17:07 03-04-2014.

Warn_ing: — 373 new device(s) has been approved under awaiting for check-in.
Require your
attention. 125 device(s) has been locked since your last login.

View all notifications

Export Report:

Export some or all _
information of the <€ & Export Report ||§| View Lugs
dashboard ‘\

L an g ua g e menu S language a Terms of Lise *Trademarks Privacy Cookies

View Logs: View,
filter or export server
operation logs

- The default language was selected during instattation

- User’s language preference will be saved
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Home: Notifications

Notifications Note: You can export device
information as CSV file through
9 3 device(s) has errar. . -
Failed to connect with the Central Server; last connection: 15:27 02-07- the popup dlal_og Of the DeVIce
2“;? I Error, Boot Tick Error,
eyl expre in T days Unmatched Provision
Number, or Exceed
Download Limit notification.

5 device(s) is being transferred to this server and requires your approval.

1 new device(s) needs your approval.

View all notifications

Server Backup Last automatic backup (to central server) Check the status of the server and

failed at [date]: Backup now. retry the server backup or restore
Server Restore Last restore failed at [date].
Device Error XXX device(s) has error. Refer to the device error code and

find the device to debug.
For managed device, the error can be

cleared.
E-mail Failed to send [email type] to [receiver] Check the email server availability.
by e-mail at [date].
Device Transfer-in XXX device(s) is being transferred to this  Approve or reject the transfer.
server and requires your approval.
Device Transfer-out The transfer request(s) of XXX device(s) Connect with the destination server
has been rejected by the destination admin.

server(s) since your last login.
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Home: Notifications
| Type | Category |  Descripon [  Action |

Pending New Device XXX new device(s) needs your approval. Approve or reject the device.
Awaiting check-in XXX new device(s) has been approved Wait for the device to check-in the
under awaiting for check-in. server.
Device Status XXX device(s) has been locked since your 1.  If the device number is
last login. reasonable, generate unlock
Device Status XXX device(s) will expire in 7 days. code for these device

2. If the device number is not
reasonable, check the server
status and network connectivity.

Device Status XXX device(s): The Boot Tick at the client Reset the boot tick.
side is inconsistent with that in the server.

Device Status XXX device(s): The number of certificates Reset the certificate download limit.
downloaded has exceeded the boot
certificate limit.

Unmatched XXX device(s): provision number is Find the device(s) and change the
Provision Number unmatched. server URL in client.
Server Backup Last automatic backup (to central server) No action is required.

was successful at [date].

Server Restore Last restore was successful at [date].

Server Update Theft Deterrent server Public Key was
updated successfully at [date].

New Device XXX new device(s) has been added since
your last login.

Device Transfer-out XXX device(s) has been transferred to other
server(s) successfully since your last login.

Device Transfer-out XXX device(s) is pending to be transferred
to other server(s).
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Inventory: Outline

mml \Webpage

mml Pending New Devices

sl Device management

e Webpage layout

e Function
e Assign Group
e Lock and Unlock Devices
e Provision new certificate
e Transfer Device (optional)
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Inventory: Webpage

Sub-Tab Appearance Condition Function Comment
Device Always appear - View Device detail Each user account can be
Management - Assign Group assigned with different
- Lock Device functions and the user will
- Allow Unlocking only be able to view and
- Generate Unlock Code access to the functions that
- Provision New Certificate were assigned.

- Reject Device
- View Blocked Devices
- View Transfer History
- Export Report

Pending New Appear only when there are - Approve Device Only users that are assigned
Devices some devices that require the - Reject Device with any of the three
manual approval or have - View Blocked Devices functions can access to this
device errors - Lock page.
-Generate Unlock Code
Transfer-In - Accept Transfer Only the users that are
- Reject Transfer assigned with any of the
- Export School Package three functions can access
to this page.

Appear only when there are
some devices that transfer
to/from the Server (Central

Transfer-Out  server supported mode only) - Cancel Transfer Only users that are assigned
- View History with any of the three
- Export School Package functions can access to this
-Complete Offline Transfer page.
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Inventory: Pending new devices

» Approve new devices:

Step 1: Enter the Pending New Devices page

Device Management (166) Transfer-in (6) Transfer-out (8) Pending New Devices
Devices Pending Select all 9 devices
r Hardware ID Device Name Group IP Address Approval Status Search & Filter
[T SEFCA30000CF CMPC-01-196 Awaiting check-in All status —
[ 4089C40000BF CMPC-00-183 Riverview Primary Scho Awaiting check-in
Enter criteria... Q,
[ 4BAE910000CF CMPC-01-195 MinHang Middle School Awaiting check-in
[T 4EFCA30000CF CMPC-01-196 Applegate Primary Schao Awaiting check-in
Acti
[T TEFCA30000CF CMPC-01-196 Applegate Primary Scho Awaiting check-in fons
) ) - ) Approve Device
[ D29152000086 CMPC-00-185 MinHang Middle School Awaiting check-in
[T 83AF210000BE CMPC-00-189 ShangHai Fareign Lang Awaiting check-in Reject Device
[ TF97B1000047 CMPC-01-71 10.216.245.170 Awaiting check-in View Blocked Devices
[T F50585000038 CMPC-00-56 10.216.71.126 Pending Approval Lock
Selected Devices:0/9 F'age|1 of1 15 =
Generate Unlock Code
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Inventory: Pending new devices

Step2 : Check status and take actions

Device (ofo] [o] ¢ Action Next Status
Status
Pending Black > “Awaiting check-in"” status
New > Approve after approval
devices dog?/{::gei b > Reject
» Moves to Block list after
Red Only reject rejection
(Hardware
error)
Awaiting Black Changes to "Normal” status
check-in No action needed and moves to the Device
Orange (TDv1 Management page after its
device) certificate is prepared

22 INTEL CONFIDENTIAL @ ® 2 2
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Inventory: Device Management

» Webpage Layout

Education

Device Management

All devices

[] Hardware IC

[ sFBD88000

Click to enter
Device Details

] A N [ e e e

54728C000

8D42CD0O0C

050957000

26FD30000

B5S84EC000

BB32D9000

EG65532000

EGIAC1000

D66ASE000

BOD3526000

6630DA2000

SBF7T0000

2BBT4F000

DB8000F000

Select all 428devices

Home Inventory Groups & Accounts Settings
Transfer-in (16) Transfer-out (17) Pending MNew Devices
Group Device Name Student Name Hardware Mo« Gateway
[Grant High Schoo CMPC-01-487 Tablet 61.71.160.59 2013-02-03

Hoower High Scho CMPC-01-486
Grant High Schooa CMPC-00-485
IGrant High Schoo CMPC-00-483
Hoowver High Scho CMPC-01-482
WWilson Elementan, CMPC-01-481
Wilson Elementar, CMPC-00-479
Hoower High Scho CMPC-01-478
Wvilson Elementary CMPC-01-477
Hoower High Scho CMPC-01-476
Hoower High Scho CMPC-01-475
Wilson Elementan, CMPC-01-474

CHMPC-00-473

CMPC-00-472

CMPC-01-471

Sebected Devices:0 / 428

Unknown classn 211102145105 2013-05-10

Tabbet 202.190.230.54 2013-02-03
Tabiet 51.1.236.88 2013-05-10
Convertible 211199136 23( 2013-05-10

Unknown classr 81.226.179.115  2013-05-10
Mot a classmate 61.218235138 2013-05-10
Clamshel 211.160.129 24 2013-05-10
Mot a classmate 202.221.188.13( 2013-05-10
Unknown classr 211.12 2459 2013-05-10
Unknown classr 202.176.227.92 2013-05-10
Unknown classn 202 1023061 | 2013-05-10
Not a classmate 202 42 121169 2013-05-10
Tablet 61.197.131.211 2013-05-10

Not a classmate 61.80.127.137 | 2013-05-10

4 4 Page 2

Last Check Expiration Dat Status

201 3-06-01

2014-05-10

2013-05-15

2014-05-10

2013-09-11

2014-05-10

2014-05-10

2013-07-02

201 4-05-10

2013-06-16

2014-05-10

2013-06-27

2014-05-10

2013-05-24

2013-07-12

of2e bk pj

Click to change
column items

]
-

OPo00OADO

=
)

Db

Q

-

't
»))
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Inventory: Device Management

Status and corresponding actions

Status Icon Action in Device Detail
*[1ock Device
Permanent (V] [Provision New Certificate
About to Expire -Orransfer Device (Central Server supported mode only)
Manually Locked Allow Unlocking
Automatically Generate Unlock Code
Locked
Lock Pending Allow Unlocking
Unlock Pending Generate Unlock Code
Awaiting check-in No action is available
Error [ No action is available
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Inventory: Device Management

Row colors and corresponding actions

Row
Color

Black No addition action is required.

Yellow Global certificate download is blocked since the Boot Tick is inconsistent.

) FReset

Last Known Boot Tick
The Boot Tick at the client side is inconsistent with that in the server.

Global certificate download is blocked since the download times has exceeded the limit.
Device status:

The number of cerificates downloaded has
exceeded the boot cerificate limit. Reset

Red Device Error with Error Code OX*******x* ingide. No action is available.
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Inventory: Device Management

Action Panel
Actions m Device Status Role Control
Assign to Group Assign to Group All 1. Privilege can be
configured during
Lock Normal/Permanent/About to Expire create each
Lock Automatically Locked Custom account.
Unlock Pending 2. Help desk/Call
: : center can only
Allow Unlocking Allow Unlocking r:cluslerl\_gicnked access Lock and
9 Generate
Generate Unlock Code Generate Unlock Normal/Permanent/About to Expire Unlock Code
Code Automatically Locked
Unlock Pending
More Actions " Provision New Normal/Permanent/About to Expire
.. . Certificate
Provision New Certificate
Reject Device All
Reject Device
_ . View Blocked N/A Binding with
View Blocked Devices Devices “Approve new
Export Report device” privilege
Export Report All Available for all

accounts

tion buttons are different according to the user rol

26 INTEL CONFIDENTIAL
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Inventory: Device Management

» Function

1. Assign Group

» Prerequisite: The master admin or program admin must create
groups in the Groups & Accounts page in advance.

Assign Group ®
Actions Select a group and click "OK" to assign the selected device(s) to this group.
Assign to Group ABC Biligual School
Da Vinci Elementary School
Lock
Grant High School
Allow Unlocking > Hoover High School

St Andrews Special School

Generate Unlock Code(s) Test G
est Group

More Actions — Wilson Elementary School

Ungrouped devices

OK Cancel

27 INTEL CONFIDENTIAL
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Inventory: Device Management

2. Lock and Unlock Devices

Lock devices -

Allow unlocking . Generate unlock code

* Generate unlock
code to unlock the
device.

ee.g. allow unlocking
when the device is
recovered.

ee.g. lock a device that
is reported stolen.

» Lock a device:
Step 1: Click the Lock button in the Action Panel.

Step 2: In the Lock Device window, input a lock comment
and click Lock Device.

Step 3: Once connected to the server, the status changes from
Lock pending to Manually Locked automatically.

28 INTEL CONFIDENTIAL = % 4
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Inventory: Device Management

» Allow Unlocking:

Click the Allow
Unlocking button
in the Action Panel

Was Lock No, but
pending? jally
d

Done, device back to

) Generate Unlock Code
the previous status

29 INTEL CONFIDENTIAL

Intel® Education Solutions Education



Inventory: Device Management

» Generate Unlock Code:

Hardware 1D Device Name Boot Tick Unlock Code

B0B25348837B android_92dc3390dcd2016a B 4016007013

490CDO000ED CMPC-01-493 18 B122761142

Step 1: Click the Generate Unlock Code button in the panel.

Step 2: Check the Boot Tick number. Reset it if it's not
identical to that displayed on the lock screen.

Step 3: Use the Unlock Code to unlock the device

Note: 1. Make sure Device Boot Tick -5 <= The Boot
Tick you input on the server <= Device Boot Tick +1

X w 2. This function can be achieved on the Pending
- New Devices page with the same steps as above

(inteD
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Inventory: Device Management

3. Provision New Certificates

Actions

= Provision New Certificate
Assign to Group

Select an option to provision a new certificate to the selected device(s).

Lock A
© Provision a temporary certificate:
Allow Unlocking Certificate expiration duration (days) 90
Generate Unlock Code Total authorized cycles (not apply to Tablet device) 100

= - ~ Provision a permanent certificate
| Provision New Certificate |
Reject Device
View Blocked Devices Apply Cancel
Export Report

®

Step 1: Click the Provision New Certificate button

Step 2: Input Certificate expiration duration and Total
authorized cycles values(for a temporary certificate).
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Inventory: Device Management

Threshold values for different certificates:

Certificate Default Expiration Day Limit Remaining Cycle Limit

Type (not applicable for
Tablet)

Warning Day = 15 Al 1<A1<B1 <30 A2 20<A2<B2

Threshold Cycle = 50 Days cycles <300

Global Day = 90 Bl Al1<B1 <30 B2 (A2+10)

Certificate Cycle = 300 Days cycles <B2<20000

Temporary C1 Al <C1 <999 (2 (A2+10)

Certificate Days cycles =<C2<20000

32 INTEL CONFIDENTIAL

Intel® Education Solutions Education



Inventory: Device Management

4. Reject Devices
Step 1: Click the Reject Device button in the Actions panel
Step 2: Click Yes on the confirmation window

» Recover the device to its previous status:
Stepl: Click View Blocked Devices

Step2: Click the Restore button
» Delete the rejected devices permanently:

Stepl: Click View Blocked Devices
Step2: Click the Remove button

=/ \ Note: The above actions can be accessed on the
i w Pending New Devices page as well
X
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Inventory: Device Management

5.Transfer Device(Central Server Supported Mode)
» Requirement: Between servers activated by one central server
» On the original server: transfer-out
» On the destination server: transfer-in

intel' Theft Deterrent server

Education Home Inventory Groups & Accounts

Device Management Transfer-in (1918) Transfer-out (1621)

~

Devices pending to be transferred
into or out of the server

Note: You can execute offline transfer function
under any mode.

Intel®* Education Solutions Education



Inventory: Device Management

» Transfer-out:
Step 1: Click the Transfer button in the Action Panel

Step 2: In the Transfer Device window, select the destination
server. Click Transfer Device.

Step 3: Device will be in Transfer-out page under
Inventory, waiting for destination’s acceptance.

_ ' Note: You can only request to transfer devices in
o\ Normal, About to Expire, or Permanent status.
Ve
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Inventory: Device Management

» Transfer-in:

Step 1: On the Transfer-in page under Inventory, select the
device in Pending Acceptance status.

Step 2: Click the Accept Transfer button in the Action Panel.

Step 3: Connect the device to the server to prepare transfer
package.

Step 4: Connect again to complete.

Note: You can only accept or reject devices in
Pending Acceptance status.

3 <
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Inventory: Device Management

» Transfer locked device:

Step 1: On the Transfer-in or Transfer-out page under
Inventory, select the locked device.

Step 2: Click the Export School Package button in the
Action Panel and select a location to save the package.

Step 3: Copy the package to a removable disk and import
it to the locked device.

Step 4: Connect the device to the destination to finish.

Note: You can only export school packages for one
device in Awaiting check-in status at one time.

e
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Group & Account

» Manage Groups
Create Group
Edit Group
Delete Group

YV V V VY

Export Group

Export group information to .CSV file.

Y

Import Group
Import group information from .CSV file.

R N T
Person

O

N
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Group & Account

» Manage Accounts
» Create Accounts

Step 1: Click the Create User Account button.
Step 2: Input a username.

Step 3: Select the role and assign functions.
Step 4: Complete user info, and assign a group.

» Edit Group
» Delete Group

L k) Note: Assign devices pending for approval or
’]\i‘ transfer-in to the Ungrouped category.

intel)
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Settings: Outline

e Offline e Automatic e Global e Update e Set up
Boot Server Certificate Public Key Server
Certificate Broadcast e Check-in e Update e Activate

e Import e Automatic Interval Shared &Reactivate
Device Device e Password Secret e Server

e Email Approval Protection e Export the Backup
Notification e Support E- e Student Public Key e Server
Setting mail Unlock e Import Restore

e SMS Server Code Pre- e Set up
Notification e Customize e Unknown activate Smart

d Columns Device Package Update
Remote e Recover
Unlock Crashed
Server
e Offline
Transfer
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Settings: General settings

» Offline Boot Certificate manually

Step 1: Find the Offline Boot Certificate area on the

General page.

Hardware model: " Tablet device

& Manually input the Hardware ID and Boot Tick

" Qthers

Hardware ID:

(12 characters)

Boot Tick:

Step 2: Input information and click Export to get a certificate

Step 3: Copy the certificate(tpocc.bin) to a removable device
and import it to the locked device.
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42

Settings: General settings

> Offline Boot Certificate with CSV file

Step 1: Create a .csv containing the following

columns with UTF-8 coding and the

following formats:

INTEL CONFIDENTIAL

Hardware 1D
(Must have)

Boot  Tick{must
have)

Id. de hardware
(Must have)

Boot  Tick{must
have)

ID do Hardware
(Must have)

Boot  Tick(must
have)

Donanim  Kimligi
(Must have)

Boot  Tick{must
have)

Intel® Education Solutions

Education



Settings: General settings

> Offline Boot Certificate with CSV file

Step 2: Select the Hardware model of your device(s).

Step 3: Choose Import a raw or zipped CSV file with
massive devices Hardware ID and Boot Tick.

Step 4: Click Browse to choose this file and click the Export
button to export the zip file with result and tcopp.bin
under folder named as Hardware ID.

& Import a raw or zipped CSV file with massive devices' Hardware 1D and Boot Tick.

Select file Browse___

Export

Note: Please split the CSV file if you want to export offline boot certificate
for more than 50,000 devices.

43 INTEL CONFIDENTIAL

Intel® Education Solutions Education



Settings: General settings

» Import Device

Step 1: Export the .csv file from Device Management page or

create one encoded in one of the following forms:

Hardware ID | Group Device Name | Student Serial No. | Vendor Student Class No.
(Must have) | (Optional) (Optional) PLWEEWU (Optional) ) 1D No. G,
P (Optional)
Id. de | Grupo Nombre de | Nombre de | N.2 de serie | Vendor Student ID | Class No.
?;T;;E;EV . (Optional) tr:féspgﬂs::g}? ?grt:gzgge (Optional) (Optional) No. (Optional)
P p (Optional)
ID do | Grupo Nome do | Nome do | Numero de| Vendor Student ID | Class No.
padure | |0t Oopostv e | sste | vtonay | % | cptiona
P p p (Optional)
Donanim Grup Cihaz Adi Ogrenci Adi Seri No. | Vendor Student ID | Class No.
R LB e, {Optional) (optional) gt (Optional) No. (Optional)
have) :
(Optional)

Intel® Education Solutions
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Settings: General settings

» Import Device

Step 2: Zip or split the .csv file to make a single file < 50MB

Step 3: Find Import Device(s) on the General page

Import Device(s)
Select a raw or zipped csv file

Select file Browse. .. Import

Step 4: Test for import begins, with a summary report shown

Step 5: Click Commit to import

_ . L ) Note: Make sure you have the authorization to
/i . access the groups of the imported devices

mtel‘
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Settings: General settings

» Email Notification Setting (for device info reports)

Step 1: Turn on the E-mail Notification function.

Step 2: Set addresses and sending frequency. Separate
multiple addresses by a commas.

E-mail Notification X

Send a summary report to my e-mail box regularly. You can input several e-mail addresses separated by commas.
E-mail: Iadmin@schnnl.cum

Frequency: Every I?— days

Send a summary report now
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Settings: General settings

> SMS Notification

Step 1: Turn on the SMS Notification function.

Step 2: Connect the server to an Android phone with TD SMS.

Step 3: Set receivers’ phone numbers and sending frequency.
Separate multiple numbers by a comma.

SMS Notification (0@

Send a summary report to mobile phone(s) regularly. The phone numbers can be separated by commas. Please refer to the user
manual on how to setup the enviranment.

FIM Code : XmopBlY
FPhone number: 13696655886
Frequency: Every |7 days

Send a summary report now
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Settings: Server settings

> Automatic Server Broadcast

Requirements:

Server Name & Address setup
Server and clients deployed in LAN.

Step 1: Turn on the Automatic Server Broadcast function.
Step 2: Input a frequency number (in minutes).
Step 3: Click the Save button.

Automatic Server Broadcast a
You can enable the server to broadcast its address so that the devices in the same network will be able to detect
this server.
Broadcast frequency: every 1 minutes
Save
(inteD
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Settings: Server settings

» Automatic Device Approval
Stepl: Turn on the Automatic Device Approval function.

Step2: Select whether you want to always approve new devices
automatically or approve new devices automatically till a certain

date.
Step3: Click the Save button.
Automatic Device Approval m y

You can enable the server to approve the pending devices automatically.

C) Always approve automatically
- Approve automatically by: 2/28/2072 5]

Save

- ’ Note: Not for devices with hardware errors or
/ installed with an earlier version of the client.
" i@
AL = -
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Settings: Server settings

» E-mail Server
Stepl: Input the required information into the blanks.
Step2: Click the Save button

E-mail to Users M j

You can set up the e-mail server to send user account and server information to users via e-mail.

E-mail username: admin@test.com

E-mail password: sssses

SMTP server: smtp.test.com

Port: 25

Security mode: ' None < S5L support TSL support

Test... Save
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Settings: Server settings

» Support E-mail
Step 1: Turn on the Support E-mail function.

Step 2: Set e-mail addresses if any and sending frequency.
Separate multiple addresses by a commas.

Support E-mail M_;

The server configuration mail will be sent to Theft Deterrent support team (tdsupport@intel .com) regularly if turn on the feature.
You can add your own support e-mail address(es) to receive the mail.

E-mail:
Freguency: Every |6 days
Send a summary report now

Saved successfully

Note: Make sure you have turned on the E-mail
server function before using this function.
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Settings:

Server settings

» Customized Columns

Step 1:
Step 2:

Step 3:

Turn on one or more customized column settings.

Input the title of your customized column for each
enabled setting. Make sure the name is different from
existing ones.

Click the Save button.

columns.

Column 1:

Column 2:

Column 3:

Customized Columns

You can add up to 3 customized columns for a device. Please avoid the use of existing column’s title for your customized

m_::ﬁ I‘u’endar
@Y )  [studentDNo.
M_:ﬁ ICIass Mo.

W

AL
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Settings: Server settings

» Customized Columns

Step 4: On the Inventory page, you can display the
customized column(s) by checking the customized
column’s title in the drop-down list.

Device Management Transfer-in (9) Transfer-out {17) Pending New Devices (3)
All devices Select all 162 devices || i=
T Hardware ID |Vendor Device Name Hardware Model Gateway Last Check-in Status [ Show All
¥ Hardware ID
[T 99C4330000C7 |mobile |CMPC-01-199 Unknown classmate P 202.126.210.184 2014-06-28 :: - -
roup
[T 877C7D0000C3 CMPC-00-195 Clamshell £1.137.211.173 2014-01-23 B Device Name
"
I E8095F0000C2 CMPC-01-194 Clamshell £1.90.109.187 2014-01-12 I Student Name
[T Serial No. b
[” 210DB80000CA CMPC-01-193 Clamshell 211.226.69.207 2013-12-27 & Hardware Model
[T D256C50000BF CMPC-00-191 Unknown classmate P 211.139.191.194 2013-12-29 [T IP Address
I~ DD74E40000BE CMPC-01-190 Clamshell 211.38.53.57 2014-04-30 il Lateuay
¥ Last Check-in
I 298B7C0000BD CMPC-01-189 Tablet 211.151.252.225 20140213 I Expiration Date
[T 9BB6890000BC CMPC-01-188 Clamshell 211,247 252 52 2014-05-08 I” Remaining Cycles
[T Client Version
[ B3569C0000BB CMPC-01-187 Mot a classmate PC  202.176.43.95 2014-05-09
¥ Status
I 1DA36E0000BA CMPC-00-186 Unknown dlassmate P 61.5.263.234 2014-05-02
I™ 44A0140000B9 CMPC-01-185 Unknown dassmate P §1.221.40.20 2014-01-08 mf EriE i
[ Class No. L
[C FB4CBDO0000BS CMPC-01-184 Clamshell 61.10.161.167 2014-05-07
Reset to default
[T 83BA5D0000BT CMPC-01-183 Convertible 211.171.38.38 2013-12-28
[T C5135D0000B6 CMPC-00-182 Convertible 202.202.132.25 2014-05-02
[~ FTATEC0000B5 CMPC-01-181 Convertible 202.213.179.101 2014-06-21
Selected Devices:0 /162 F'age|1 of 11 b Pllls 'I

AL
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Settings: Server settings

» Customized Columns

Step 5: You can modify the customized information for each
device by viewing its Device Details and clicking Edit
Device button. Or you can import the customized
information in a batch through importing devices

function.

g *w (inteD)
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Settings: Client settings

» Configure Global Certificate

Stepl: Input the required information into the blanks.
Step2: Click the Save button

Global Certificate

You can set up the global certificate for all devices. The devices that are about to expire will request for the
global certificate automatically.

Certificate expiration duration: 90 days

Total authorized cycles: 200 (not apply to Tablet device)

Expiration warning threshold: 20 days, and/or 20 cycles remaining
Boot certificate limit: 3 times within 30 days

Save

INTEL CONFIDENTIAL ® % 2
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Settings: Client settings

» Configure Check-in Interval

Stepl: Input the check-in interval(in minutes) for devices in different
status

Step2: Click the Save button

Check-in Interval

You can set up the interval for devices in different status to check-in with the server automatically.

Device is normal: 120 minutes
Device is about to expire: 30 minutes
Device cannot connect to server: 60| minutes

Save

Note: 1. Modification works only after device checks in
2. Devices in two status concurrently checks in with

a shorter interval
3. Quick check-in when system starts up or user

changes the server address

s A
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Settings: Client settings

> Set Client Password Protection

Requirements:
Password length must be less than 30 characters

» Configure Student Unlock Code

Student Unlock Code m_;

You can enable students to generate unlock code(s) from the Theft Deterrent server student webpage. Also,
you can set the maximum number of times that a student can generate unlock code(s).

Unlock Code limit: 6 times within 6 days

The Student Mame and Email are mandatory.
Save

Note: The student name and email could be

/ w configured to be mandatory.
e §
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Settings: Client settings

» Unknown Device Remote Unlock
» For pre-activated tablet devices which supports remote unlocking

» For devices pre-activated with a Public Key in the server keystore.
click Unlock through network.

» Otherwise, import the pre-activate or crash recovery package with
a temporary boot certificate to unlock

Unknown Device Remote Unlock a ,

You can enable the remote unlock function for tablet devices that are not managed by the server yet if the
clients are pre-activated with a Public Key associated with the server.

Y] Enable the function for devices pre-activated with a Public Key not in the server keystore.

The maximum Boot Tick supported: 5

Save
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Settings: Security settings

» Update Public Key

Step 1: Update key pair on the sever on the Security page

Public Key

You can update, export or import the Public Key of the server. Please follow the detailed procedure,

Update the Public Key for security issues. Update Public Key

Step 2: Connect unlocked device to server to finish update. For
locked device, continue the following steps.

Step 3: Click Synchronize Packages to enter Package Sync
page
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Settings: Security settings

Step 4: Select the device and export a tcopp.bin file

Device Management (432) Transfer-in (18) Transfer-out (17) Pending New Devices (9) Package Sync X
Package Sync Select all 432 devices
[[] Hardware ID Group Device Nai Serial No. IP Address Last Check- Expiration Dat Rema Status Search & Filter
[[] &724D80001F: Applegate Primary { CMPC-00-4f 24ddb2dc-0ed0-4 10.216.54.159  2013-06-01  2013-12-22 6381 1l devices -
[] 088BF10001F: Grant High School CMPC-01-4f 49f5fed4-00ea-40 10.216.36.17 2013-04-14  2014-04-07 9375
All status -
6C42C10001F Grant High School CMPC-01-4¢ d8523728d-a040-4 10.216.152.1490 2013-03-20  2014-03-04 1990
[] 6589610001FC Grant High School CMPC-01-4¢ 88947622-ea8b-4 10.216.105.66 | 2013-05-01  2013-08-18 1792 Enter criteria... Q.
[[] 2CA2130001E Grant High School CMPC-00-4f82143caf-6c11-4 10.216.104. 175 2013-05-04  2013-09-15 6892
[[] 7FC3B20001E Middle School 0010 CMPC-00-4{ 81118765-35a0-4 192.168.220.79  2013-04-14  2014-01-22 4359 Actions
[[] 6954370001ElMiddle School 0010 CMPC-01-4f cc74f331-5672-40 192.168.168.215 2013-07-11  2013-11-19 497 Update Shared Secret
[[] 2289D80001E GrantHigh School CMPC-00-4f31e3c447-03f0-4£10.216.14014  2013-06-22  2014-04-18 7499 Export Shared Secret
[[] FEGAZ90001E: Middle School 0010 CMPC-00-4¢ c200e037-2532-4 10.216.20.149  2013-03-06  2013-09-27 6683 .
Export Public Key Package
[[] ABCZ2900001E Middle School 0010 CMPC-00-4f 47505bce-fd07-4 192.168.201.202 2013-01-08 | 2013-12-12 6344

Step 5: Copy the file to a storage device, and import it
to our device to update

60 INTEL CONFIDENTIAL ® a 2
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Settings: Security settings

» Update Shared Secret

» Used when unlock code cannot be generated, or device
cannot be unlocked by unlock code.

Step 1: Click the Synchronize Packages button to enter
Package Sync page

Step 2: Select the device and click Update Shared Secret

Step 3: Connect unlocked device to server to finish update. For
locked device, continue the following steps.
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Settings: Security settings

Step 4: Select the device and click Export Shared Secret to
export a tcopp.bin file

Device Management (432) Transfer-in (18) Transfer-out (17) Pending New Devices (9) Package Sync X
Package Sync Select all 432 devices
[] Hardware ID Group Device Nar  Serial No. IP Address Last Check- Expiration Dat Rema Status Search & Filter
[C] 872ADBO0DIF: Applegate Primary { CMPC-00-41 24ddb2dc-0ed0-4 10.216.54.158 | 2013-06-01  2013-12-22  #381 Al devices -
["] 088B710007F: Grant High School CMPC-01-41 49f5fed4-00ea-40 10 216.36.17 | 2013-04-14  2014-04-07 9375

All status v

BC48C10001F Grant High School CMPC-01-4¢ d852378d-a040-4 10.216,152.149  2013-03-20  2014-03-04 1990
[C] 6569510001FC Grant High Schaal CMPC-01-4¢ 88947622-ea80-4 10.216.105.66 | 2013-05-01  2013-08-19 1792 e Q,
[[] 2CA2130001E Grant High School CMPC-00-4(82143caf-6c11-4 10.216.104.175 | 2013-05-04  2013-09-15 G892
[C] 7FC3BR0001E Middle School 0010 CMPC-00-41 81118765-3530-4 192 168 22079 | 2013-04-14  2014-01-22 4359 Actions
[] 6954370001ELMiddle School 0010 CMPC-01-48 cc74f331-5672-4( 192.168.168.21¢ 2013-07-11  2013-11-19 487 Update Shared Secret
[C] 2289080001E Grant High School CMPC-00-41 31e3c447-03f0-4510.216.140.14 | 2013-06-22  2014-04-18 7499 Export Shared Secret
[C] FEGA330001E: Middle School 0010 CMPC-00-41 c290e037-e522-4 10 216,30, 148 | 2013-03-06  2013-09-27 G638 Export Public Key Package
[C] ABC2900001E Middle School 0010 CMPC-00-4¢ 47505bce-fd07-4{ 192.168.201.20Z 2013-01-08  2013-12-12 344

Step 5: Copy the file to a storage device, and import it
to our device to update
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Settings: Security settings

» Export the Public Key
» Used for crash recovery or pre-activation

Step 1: On the Security Page, click the Export button in the
Public Key area.

Step 2: Select the Server Public Key and/or the Root Public
Key you want to export .

Export the Public Key ®

[T Export the Server Public Key for crash recovery or pre-activation.

[T Export the Root Public Key for pre-activation.

Export Cancel

Step 3: Click the Export Button to export the server Public
Key (file named as Pub_Key.bin) and/or Root Server
Public Key (file named as CmpcRoot.pubkey).
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Settings: Security settings

» Import Pre-activate Package
» For pre-activated devices with a Public Key not in the

keystore
» Automatically done if the server had been activated on the

central server

Step 1: On the Security page, click Export in the Public Key
area to export the server Public Key

Step 2: Obtain the pre-activated package from the central server
admin by providing the server Public Key

Step 3: Import the pre-activate package by referring to the steps
of importing offline Transfer-in Package.
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Settings: Security settings

» Recover Crashed Server
» Used when the server key is lost permanently

Step 1: Install a new server
Step 2: Get crashed server’s Provision Number from its client

Step 3: Request a transfer-in package from the central
server or root CA server admin

Step 4: Import the crash recovery package by referring to the
steps of importing offline Transfer-in Package.

intel)
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Offline Transfer- Transfer-in

» Offline Transfer-in

Stepl: In the Transfer Packages area, select Transfer-in
Package

Transfer Packages

You can import the Transfer-in package for pre-activate or crash recovery, Transfer-out packages for offline
device transfer. Please refer to the detailed procedure.

Select Operation: |® Transfer-in Package| © Transfer-out Package

Import Transfer-in Package:

Select file Browse... Impaort

Wiew Transfer-in Package
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Offline Transfer- Transfer-in

Step2: Click the Browse button to locate the tcopp.bin or
tCo P P __ XXX XXX XXXXKXXX XX XXX XXX XXXXX. b

in file.

Transfer Packages

You can import the Transfer-in package for pre-activate or crash recovery, Transfer-out packages for offline
device transfer. Please refer to the detailed procedure.

Select Operation: © Transfer-in Package ¢ Transfer-out Package

Import Transfer-in Package:

tcopp.bin Browse... Import

Provision Number: (20 characters)

View Transfer-in Package

3 <
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Offline Transfer- Transfer-in

Step3: Click the Import button.

Step4: You can view all imported transfer-in packages by
clicking the View Transfer-in Package

Transfer-in Package ®
Source Provision Number Destination Provision Number Package Name
040cfeef1cB58350475a 80ddb6225f30e9f6ET2Y tcopp_80ddbE225f90e0f667 27 _040cf3efMcl5835c475a.bin
fBf4186e858793a1d8ba 80ddb6225f30e9f66T 27 tcopp_80ddb6225190e9f667 27 _f5f4186e85879aa1d28ba.bin

F'age|1 of 1 i00 ¥

Close

Note: Note: If a device with unmatched provision number tries to connect
with the server, TD server will check whether the transfer-in package

applied to the device or not. After the device successfully downloads and
applies the transfer-in package, the device will appear as a new device

. under Inventory.
6 g .
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Offline Transfer- Transfer-out

> Offline Transfer-out

v" Import the transfer-out package

Stepl: In the Transfer Packages area, select Transfer-out
Package

Transfer Packages

You can import the Transfer-in package for pre-activate or crash recovery, Transfer-out packages for offline
device transfer. Please refer to the detailed procedure.

Select Operation: ¢ Transfer-in Package | Transfer-out Package

Import Transfer-out Package:

tcopp.bin Browse... Import

Provision Number: (20 characters)

Wiew Transfer-out Package
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Offline Transfer- Transfer-out

Step2: Click the Browse button to locate the tcopp.bin or
TCOP P_ XXX XX XXX XXXX XXX XXX XXX XXX XXXX.DbIn file.

Transfer Packages

You can import the Transfer-in package for pre-activate or crash recovery, Transfer-out packages for offline
device transfer. Please refer to the detailed procedure.

Select Operation: ¢ Transfer-in Package ® Transfer-out Package

Import Transfer-out Package:

tcopp_75369d43713aff8d8bca_1chfoadcasf1do6a8Ede Browse. ..

View Transfer-out Package

Import

For tcopp.bin file, input Provision Number of the tcopp.bin in the

blank area.

Transfer Packages

You can import the Transfer-in package for pre-activate or crash recovery, Transfer-out packages for offline
device transfer. Please refer to the detailed procedure.

Select Operation: ¢ Transferin Package @ Transfer-out Package

Import Transfer-out Package:

tcopp.bin Browse...

Source Provision Mumber: (20 characters)

Wiew Transfer-out Package

Import

INTEL CONFIDENTIAL
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Offline Transfer- Transfer-out

Step3: Click the Import button.

Step4: On the pop-up window, input the Destination server name and

URL.

Note: You can overwrite the transfer-out package for an existing

Transfer-out Package

Input the destination server name and LRL for the transfer-out
package.

Select Operation:

& New sernver ' Existing server
Destination Server:

Enter server name...

Destination Server URL:

Enter URL...

Cancel

®

destination server by selecting the Existing Server button in

case of Public Key of the server was updated.

ITIAL
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Offline Transfer- Transfer-out

Step5:You can view all imported transfer-out packages by
clicking the View Transfer-out Package.

Transfer Packages

You can import the Transfer-in package for pre-activate or crash recovery, Transfer-out packages for offline
device transfer. Please refer to the detailed procedure.

Select Operation:  Transfer-in Package  Transfer-out Package

Import Transfer-out Package:

tcopp_T75369d43713afT6d8bca_1cbfBadcasf1d56856d6 Browse. .. Import

View Transfer-out Package

Transfer-out Package ®

Click a Destination Server Name or Destination Server URL to change the settings.

Source Provision Number Destination Provision Number Destination Server Name  Destination Server URL

abbc026871818b466fd7, 45dd2a4902 75369d43712af78d8bca 1 hitps:/i1

Page[t  of1 [1o0 =]

Close

Note: You can click the Destination Server Name and Destination

Server URL to change settings according to the destlnatlon server you.

choose. All the packages with the same destinatio
"'be listed in one row Intel* Education Solutions
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Offline Transfer- Transfer-out

v' Select the devices you want to transfer out and complete
the following steps:

Stepl: On the Device Management page under Inventory, select
the devices you want to transfer out and click the Transfer button.

intel' Theft Deterrent server Welcome, admin | /@1
Education Home Inventory Groups & Accounts Settings TD3server
Device Management Transfer.in (4) Transfer-out (11) Pending New Devices (3)
All devices Select all 171 devices =
™ Hardware ID Group Device Name Hardware Model Gateway Last Check.in  Status Search & Filter
I~ ECK7330000C7 Middle School 001  CMPC-01-199 Not a dassmate PC211.9.11.240 2014-02-06 @ All devices v
~ CDAS300000CE ShangHai Foreign Lal CMPC-00-198 Unknown dassmati 211.222 11.238 2014-02-10 &
Al status v
P 4128850000C5 CMPC-01-197 Convertible 211521589 2013-12-03 (v
I™ 2AE6890000C4 GrantHigh School ~ CMPC-01-196  Convertible 6123812841 2014-03-11 & ke colaiia A
™ B355A50000C3 CMPC-00-195 Clamshell 202.251.162.240 2013-10-13 &
I~ 8AC29B0000C2 Jupiter Space Insttute CMPC-00-194 Unknown classmate211.196.104.126  2014-04-08 & Actions
[~ 8585070000C0 CMPC-00-192  Unknown classmatt202 66.28.202 2013122 & Assign to Group
I~ 17D30900008F Hoover High School CMPC-01-191 Clamshell 20224586147 2014-03-25 @ Lock
[T C4A48200008E ShangHai Forelgn Las CMPC-00-190 Unknown classmatc211,118.26.86 2014-01-11 (V) Allow Unlocking
I B214E900008D CMPC-00-189 Convertible 202.110.56.116 2014-04-03 &
Generate Unlock Code
[T FABF7600008C Jup#ter Space Insttute CMPC-01-188 Convertible 615839218 2013-11-2% @
[ 078005000088 Riveriew Primary SChCMPC-00-187  Convertible 20215662188 20131225 (9 Lt
e . Provision New Centificate
[T B306180000BA Riverview Primary Sch CMPC-01-186 Clamshell 2027132209 20131217 &
_Translef
269 0 VR = - o -
T 589907000089 Wilson High School CMPC-01-185 Tablet 202.141.89.227 20140213 @ View Transfer History
™ 1AB479000088 Applegate Primary Sct CMPC-01-184 Clamshell 211.219.177.10 2014-04-09 (A Reject Device
View Blocked Devices
Selected Devices 2/ 171 Page |x of12 b M5 =
INTEL CONFIDENTIAL
Export Report
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Offline Transfer- Transfer-out

Step2: On the pop-up window, select Offline Transfer if your server
is Central Server Supported mode. Then select the destination
server name and URL, and click Transfer button.

With Central Server Supported Mode

Transfer Device

Transfer the selected device(s) to another Theft Deterrent server.

Select Operation:
' Online Transfer @ Offline Transfer

Destination Server:

Select server.. w

You can track the transfer status of the device(s) in the
Device Transfer-out page.

Cancel

®

Without Central Server Supported Mode

INTEL CONFIDENTIAL

Transfer Device ®

Transfer the selected device(s) to another Theft Deterrent server
managed by the same Central Server.

Destination server:

senverl1so v

Destination server url:

https:/192.1658.1.150

You can track the transfer status of the device(s) in the
Device Transfer-out page.

Transfer Cancel

Intel® Education Solutions




Offline Transfer- Transfer-out

Step3:The selected devices will be moved to Transfer-out page under
Inventory with status Transferring

Step4: Once devices connect with your TD server, they will
automatically download the transfer-out packages and statuses will
change to Downloading.

Step5: If the devices reboot and connect with your TD server again,
the transfer-out process will be confirmed as complete and these
devices will be moved out of device list.

Step6: Once the device(s) complete the transfer, you can click View
History to view the transfer history.
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Offline Transfer- Transfer-out

Education Home Groups & Accounts Settings TD3server
Device Management (166) Transfer-in (4) Transfer-out Pending New Devices (3)
Device Transfer-out Select all 17 devices

r Hardware ID Destination Server Original Group  Device Name IP Address Status Saarch & Filter
[M ECABGBE6TI2S  td2server android-1bf decfd 192.168.1.116 T -
[T 2AES890000C4 Grant High School CMPC-01-196 192.168.198.82 Transferring

Enter crteria... |'D,,
M B355A50000C3 CMPC-00-195  10.216.120.91
[T EF52830000C1 JiangSu East Edu Serv Juplter Space Institute CMPC-00-193 192,168 .59.33 Pending Acceptance

Acti
[T 8585D70000C0 CMPC-00-192 1921681804  Transferring ons
Cancel Transfer

T C4A4820000BE ShangHal Forelgn Lar CMPC-00-190 10.216.139.10 Transferring
[T FABFTE0000BC Jupiter Space Institute CMPC-01-188 | 192.168.246.102  Transfeming View History
[T 2E09EE0000AS JiangSu East Edu Serv Dunthrope Middle Sch CMPC-01-160  192.168.239.81  Pending Acceptance Export School Package
[T 8BATF1000089 JiangSu West Edu Sen Hoover High School |CMPC-00-137 10.216.16.23 Awaiting check-in .

Complete Offine Transfer
[T 3562FB0000TC Jiang5u West Edu Sen Jupiter Space Institute CMPC-00-124  10.216.125103  Awailing check-in
[T F9ADBCO000TS JiangSu West Edu Sen Wilson High School CMPC-00-116 10.216.145.97 Pending Acceptance

Once the device(s) complete the
™ EE1E28000066 JiangSu East Edu Serv Grant High School | CMPC-01-102 1021612412  Awaiting check-in transfer, you can dlick "View

History™ to view the fransfer
[ D3F2EB00005E JiangSu East Edu Serv CMPC-01-91 19216810140  Pending Acceptance history.
T 057206000051 JiangSu West Edu Sen MinHang Middle Schor CMPC-00-81 10.216.8.153 Awaiting check-in
[T 42885D00003F JiangSu East Edu Serv ShangHai Foreign Lar CMPC-00-63 10.216.85.178 Pending Acceptance
Selected Devices:0 /17 Page |1 of2 F bkl | i5 .|
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Offline Transfer- Transfer-out

You can manually finish transfer by clicking the Complete Offline
Transfer button in case of any exception happened to block the
process complete automatically. Devices with status Transferring or
Downloading will be moved out of device list.

intel) Theft Deterrent server

Education

Device Management (166)

Device Transfer-out

Hardware 1D Destination Server  Original Group Device Name IP Address Status Search & Filter
2AE6890000C4 Grant High School CHMPC-01-196 192.168.198.83 Transferring All status -
B355A50000C3 CMPC-00-195 10.216.120.91 Transferring —

Enter criteria Q,
EF52830000C1 JiangSu East Edu Serv Jupiter Space Institute CMPC-00-193 192,168.59.33 Pending Acceptance
8585D70000C0 CHPC-00-192 192,168.180.4 Transferring
Actions

C4A4820000BE

FABF760000BC

|
O

r

-

m

-

-

I 2E09EE0000AS
"  8BA7F 1000089
I 3562FB00007C
T FSADBC000074
T EE1E28000066
I D3F2E8000058
I~ /057206000051

™ | 42835D00003F
o

8FBA3F00002A

Selected Devices:0/ 16

Language a

Inventory Groups & Accounts Settings

Transfer-in (4) Transfer-out

ShangHai Foreign Lar CMPC-00-190

Jupiter Space Institute CMPC-01-188
JiangSu East Edu Serv Dunthrope Middie Sch CMPC-01-169
JiangSu West Edu Sen Hoover High School CMPC-00-137
JiangSu West Edu Sen Jupiter Space Institute CMPC-00-124
JiangSu West Edu SenWilson High School CHMPC-00-116
JiangSu East Edu Serv Grant High School CMPC-01-102
JiangSu East Edu Serv CMPC-01-91
JiangSu West Edu Sen MinHang Middie Scho: CMPC-00-81
JiangSu East Edu Serv ShangHai Foreign Lar CMPC-00-63

JiangSu West Edu Sen ShangHai Foreign Lar CMPC-00-42

3 Intel Corporation

Pending New Devices (3)

10.216.139.10
192.168.246.102
192,168.239.81
10.216.16.23
10.216.125.103
10.216.145.97
10.216.124.12
192.168.10.140
10.216.8.153
10.216.85.178

192.168.50.11

Pagel: oz » M[1s =]

Select all 16 devices

Transferring
Transferring
Pending Acceplance
Awaiting check-in
Awaiting check-in
Pending Acceplance
Awaiting check-in
Pending Acceptance
Awaiting check-in
Pending Acceptance

Awaiting check-in

ne, admin

Cancel Transfer
View History

Export School Package

TD3server

Complete Offline Transfer

Education
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Settings: Advanced settings

»Setup Server Name and Address
» Server Name: Displayed in Server header and client
» Server Address: Broadcasted to clients in the same LAN
» Download Log: Download the compressed log file(s)

Note: You can also find log files from
Linux: /var/log/theftdeterrentserver/opt/TheftDeterrentserver/Sites/logs

Windows: %systemdrive%\log\theftdeterrentserver
(inteD
A Intel® Education Solutions Education



Settings: Advanced settings

» Activate Server

Step 1: On the Advanced page under Settings, click the
Activate Server button

Central Server Support

You can upgrade the semver to Central Server Supported Mode. This will enable more features on the server such
as device transfer and semver backup through the Central Server.

Complete the activation process to upgrade to Central Server Supported Mode. Activate Server

If you want to recover the server activation, you can reactivate the server.

Step 2: Input information needed and click Register
Server

Step 3: Receive an activation code to activate.
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Settings: Advanced settings

» Reregister Server

Step 1: On the Advanced page under Settings, click the
Reregister link

Step 2: Input information needed and click Reregister
Server button

Central Server Support

The server is linked with the Central Server: 192.168.1.132

Update the server information registered on the Central Server. Update. ..

If vou want to register to a new Central server or recover the server activation, you can|reregister jor reactivate the senver.

Step 3: Get approval and receive a re-registration code to
reregister.
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Settings: Advanced settings

» Reactivate Server

Step 1: Contact central server admin offline to request an
activation code

Step 2: On the Advanced page under Settings, click the
reactivate link

Central Server Support

You can upgrade the server to Central Server Supported Mode. This will enable more features on the server such
as device transfer and server backup through the Central Server.

Complete the activation process to upgrade to Central Server Supported Mode. Activate Server

If you want to recover the server activation, you car| reactivate|the server.

Central Server Support

The server is linked with the Central Server: 192.168.1.132

Update the server information registered on the Central Server. Update. .

If you want to register to a new Central server or recover the server activation, you can reregister orfreaciivaie|the senver.

Step 3: On the Activate Theft Deterrent Server page, input
information and click Reactivate Server
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Settings: Advanced settings

»Server Backup(Stand-alone Mode)
» Auto backup

Step 1: On the Advanced page under Settings, select Back
up server data automatically
Step 2: Input information needed, click Save
» Manual backup
Step 1: On the Advanced page under Settings, click Back up
Step 2: Input information needed and back up.

Server Backup

You can back up server data manually or set up automatic backup

Y] Back up server data automatically every 3 days

Y| Protect the backup file with password: |eses Show characters

@ Only the last 3 automatic backup files will be kept. Older backup files are deleted
automatically

Save

Back up server data manually

Manage server backup files
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Settings: Advanced settings

» Server Backup(Central Server Supported Mode)
» Auto backup

Server Backup

You can back up server data manually or set up automatic backup

[¥] Back up server data automatically every 3 days

[¥] Protect the backup file with password: |eee« Show characters

[C] Automatically back up to the central server
o Only the last 3 automatic backup files will be kept. Older backup files are deleted
automatically
Save

Manually back up to

Central server

Theft Deterrent server

Manage server backup files

» Manual backup
Step 1: On the Advanced page under Settings, select the

backup location
Step 2: On the popup window, configure the backup settings
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Settings: Advanced settings

» Server Restore

Step 1: On the Advanced page under Settings, click Restore
Step 2: Select the restoration source and click Restore
Step 3: Input the password and restart the server

Server Restore

You can restore server data to a previous state from a local restore point or backup file.

@) You must restart the Theft Deterrent Server after the server data is restored successfully.

Restore

=/ \ Note: 1. Close database connection before restoration
y w 2. After restoration, start the TD service manually.
<

84 INTEL CONFIDENTIAL

Intel® Education Solutions Education



Settings: Advanced settings

» Set up Smart Client Upgrade

Step 1: Turn on the Smart Client Upgrade function on the
Advanced page under Settings

Step 2: Click the Upload Package button

Step 3: Select the uploaded package in the table to enable
downloading

Note: For the separate download server, the client upgrade

_ . ~ L ) packages must be manually copied under download URL,
J with the same file name as the local download server in the
<

location:

Debian: /opt/TheftDeterrentServer/Site/welcome-content/tdupdate
e Windows: C:\Program Files\Intel Education Software\Theft
Deterrent server\Site\webapps\tdupdate
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Setting: Advanced settings

Turn on/off
the function

Smart Client Upgrade

0@
The server can upgrade the Theft Deterrent clients automatically through the network. You can also use a
separate download server(s). For more information about Smart Client Upgrade, please refer to the user manual.

Enable 'j“ab'e G| Rackage Version 0s Total # Succeeded # Failed # | | Delete
ownload Name
¥l ¥ client 4.0.20000.9512 Android 261 - - Delete
Enable the @ @ di 4.0.20000.9512 Android 261 Delet Delet k f
- v / uardaian %A & rol - - elete
correspondin ° et [pele, 0] ine i
g package © client 4.0.30102.912 Linux = " - Delete local service folder.
] client 4.0.10000.9412 Windows 239 - - Delete
¥l guardian 4.0.10000.9512 Windows 239 - - Delete
Configure download server(s) Upload Package S ::Jﬁ)(ljoad to local service
older.

Enable 3G
download for
mandatory
upgrade,
only work for
Android OS

Configure 3™ party Total #: The number of controlled

devices of this type

Succeeded #: The number of
successfully installed devices
Failed #: The number of devices
with installation failure ( only TDv2
client)

download server.

Intel® Education Solutions Education
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Setting: Advanced settings

» Configure download server

Configure Download Server ®
Click "Add Server” and fill in the information to add a download server. Click a table cell to edit the information.
Enable Server Name URL {Ion{:ur_rer_lt D:Dwnload {:I".E"? SE'BEd Delete
Limitation Limitation

shwdeb433 Local Address 100 200 KB/s

Download Server 2 http://192_.168.1_100/download/ 300 200 KB/s X

Add Server

Save Cancel
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Setting: Advanced settings

» Update package file name:

Version oS Display | File name
Name

4.0.10000.XXXX | Windows | client Theft_Deterrent_client_v4.0.10000.XXXX.release.zip

4.0.10000.XXXX | Windows [ guardian | Theft_Deterrent_guardian_v4.0.10000.XXXX.release.zip

4.0.30X0X.XXXX Linux client Theft_Deterrent_client_v4.0.3010X.XXXX.release.zip

4.0.30X0X.XXXX Linux guardian | Theft_Deterrent_guardian_v4.0.3010X.XXXX.release.zip

4.0.20000.XXXX | Android | client Theft_Deterrent_client_v4.0.20000.XXXX.release.zip

» Version Naming Convention:

Version: <Major Version>.<Minor Version>.<Platform Code>.<Build Number>
Platform Code (5 digitals): X(OS Major code) XX(OS Minor code) XX(OS version). The rule will be like below :

Platform code | OS Distri. Platform Code | OS Distri. .
Not all OS list

10000 Windows Category 30101 Debian 6 Su ppo r‘tEd

10100 Windows 7 30102 Debian 7

10200 Windows 8 30200 Mint

10201 Windows 8 Legacy 40000 TDOS Category

10202 Windows 8 RT 40100 TDOS — Platform 1 (Yukka Beach)

20000 Android 40200 TDOS - Platform 2 (Salipta)

30000 Linux Category 40300 TDOS — Platform 3 (Sunny Hill)

30100 Debian Category
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Settings: Account settings

» If you log in with a helpdesk/call center or customer account,
edit information on the Account page under Settings

inter Theft Deterrent Server (@ | Welcome, operator | (7' Loguutw

linda

Education Home Inventory Settings

General Account

» If you log in as an admin, edit information on the Account
page under Groups & Accounts
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Agenda

70 INTEL CONFIDENTIAL Intel® Education Solutions Education



91

Trouble shooting

mmal Warning and Error Messages

== Device Error Codes

i SMart Client Upgrade Error Codes

mmml Register/Activate Error Codes

sl ROOt Public Key file missing

sl Server keystore file corrupted

Fail to load configuration files

=1 Fail to connect to the database

Error 404: Page not found

sl 1D Server activation problem

INTEL CONFIDENTIAL
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Trouble shooting

»Warning and Error Messages

Page Warning/
Error

Device Boot Tick Warning Reset the Boot Tick on
Manage- inconsistent Device Details page.
ment Download Warning Reset the download limit on the
limit expired Device Details page
Hardware Error Check the error codes.
error
Transfer error Error Reject the device.
SN [e@ Client with an Warning If the client is in Inactive status
New earlier or pre-activated with a Public Key
Devices version related to this server, approve it.
Else, reject it
Hardware Error Reject the device.
error
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Trouble shooting

» Device Error Codes

Code
() OPLRNLLEE The TPM device cannot be found.

W) OPLkiiiPA The TPM is disabled.

0x02011006
() ORI The TPM is deactivated.

0x02011007

(D QPR D ER Errors occur during TPM initialization in the manufactory
(D QPRI EN line. Possible reasons include:

QPN 1, The TPM does not have an Endorsement Key pre-
0X0201000C installed.

W PLEDNNISE 5 The TPM NV partition or NV index creation failed.

DO FLELLULE 3 The TPM status is incorrect.
() OPLkR[EW Error occurred try to provision TD in the device. The
possible reason is the failed to set the TPM flag.

The TPM status error is reported by an old version of TD
client (2.x)

o o OECOPX I Internal error accessing the TPM.




Trouble shooting

»Smart Client Upgrade Error Codes

O PN DPE Fail to download the upgrade package. The error
might be caused by network problems.

() PN LB W The upload package is corrupt.

OO PDIILWENE Fach upgrade package can only contain one file
(.exe or .apk).

O OPLIDLEDE Fail to run the upgrade package. For example, the
.exe file or the .apk file in the package is broken.
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Trouble shooting

» Register/Activate Error Codes

WY OV P2V Central server is under maintenance mode.

W) (R {1ve® The activation code is invalid.

OO WD E S Retry to reactivate with the activation code
used to activate in previous.

W) QNI 1[0l The central server cannot connect with Root
CA server.

O OLN DG Cannot register again for the server already
being registered and activated.
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Trouble shooting

» Root Public Key file is missing
» For Central Server supported mode:
Step: Re-install and then reactivate the server

» For Stand-alone mode with your own Root Public Key:
Step 1:Rename the key to td-cert-root.pubkey
Step 2:Copy it to the following directory:

Windows: C:\Program Files\Intel Education Software\Theft

Deterrent server\Site\domain\data\security
Debian: /opt/TheftDeterrentserver/Site/domain/data/security
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Trouble shooting

» For Stand-alone mode with the Intel Root Public Key:

Step 1:Install the server with the same mode on another
machine.

Step 2:Copy the td-cert-root.pubkey file from the new
server in the following directory:

Windows: C:\Program Files\Intel Education Software\Theft

Deterrent server\Site\domain\data\security
Debian: /opt/TheftDeterrentserver/Site/domain/data/security
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Trouble shooting

» Server keystore file is corrupted
» Re-install and then restore the server with a backup file.

» Without backup files:

» For Central Server supported mode, re-install and
reactivate the server

» For Stand-alone mode, re-install the server and import a
crash recovery package

» Server fails to load configuration files
» Same with the solutions for corrupted server keystore file

98 INTEL CONFIDENTIAL *
Intel® Education Solutions Education



Trouble shooting

> Server fails to connect to the database

» Check the connection between web and database server
» Restart the server:

» Windows: Start menu -> All Programs -> Intel
Education Software -> Theft Deterrent server ->
Start Server.

» Debian: Run the command "“service theftdeterrentserver
restart” with root privilege
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Trouble shooting

» Error 404: Page not found

» Refresh the webpage or re-log in
» Make sure the URL is correct
» If trouble still exists, restart the server

» Theft Deterrent server activation problem
» Guarantee correct input and network connection
» In the registration step, contact the central server admin to
make sure the server hasn’t been activated

» In the activation step, for Stand-alone mode, make sure
correct Root Public Key is imported
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Exercise

Please try these tasks

1.

INTEL CONFIDENTIAL

Change Server settings for client heart-beat interval, email server
setting etc.

Manual Approval of a Device

Manual lock the remote unlock of a classmate PC device
Manual lock then unlock by unlock for classmate PC device
Batch Lock and generate unlock code, send by email

Create group and account for different role of different schools

Intel® Education Solutions Education



102

FAQ

How to start, stop, and restart the server as well as
check its status?

Ans: The steps differ according to the server operating system:
Windows: Click Start menu -> All Programs -> Intel Education

Software-> Theft Deterrent server -> click Start
Server, Stop Server or Check Server Status.

Debian: Run following commands with root privilege:

service theftdeterrentserver start
service theftdeterrentserver stop
service theftdeterrentserver restart
service theftdeterrentserver status
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FAQ

What is the priority of Online Certificate Packet?

Ans: Kill Pill (manual lock) > Global Certificate > other certificates

Online
Packet

| | | |

Update
Boot Update
Activation Shared »
l | l Certificate | Secret l Public Key |
Packet | —
Global Temporary Permanent Kill Pill
certificate certificate certificate

Offline Packet
(tcopp.bin)
| 1 1 ] | | |
l | Enhanced l - | Update Shared l | l - |
Crash Update Public - - Offline Boot
Crash - Security Pre-activate o=l
Recovery Recovery Key Offline Offline Certificate
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